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Abstract: Kevin Ashton, an expert in RFID in 1999, first used the word “the Internet of Things (IoT)”. As per
the terms of technology, 10T is an environment that people understand in many different ways, depending and
based on their requirement, point of view and purpose. This paper discusses the supply chains and its possible
applications for job scheduling in the 10T framework. The supply chain management (SCM) is a means of
providing facilities for delivery of services with the purpose of transporting materials for distribution to end of
the chain or customers. SCM has the property of delivery tracking at every time while using the best possible
path which augurs well with 10T resembling the dynamic route conditions. The study is further encouraged by
the fact with Radio Frequency for Identification (RFID) being the assistive tracking technology for both SCM
and loT.
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Introduction

loT is a network connection spanning from computers, automobiles, homes etc. to realize a smart world. These
objects works with the backbone of internet and Cloud to accomplish everywhere, everything and any time
computing. 10T is also mentioned as the Internet of Everything (I0E) to represent the next innovation of the
Internet modifying the human machine and machine-to-machine interaction in a new way. 10T goes to connect
and cover everything useful in this world any place and time using a wired and wireless network devices which
is used to make easy in our daily life like 4G-LTE, RFID, Bluetooth and Wi-Fi [1-8]. The efficiency of the
system can be rated by analyzing the various Quality of Service (QoS) parameters considered in the process.

Supply Chain Management (SCM) is responsible for planning and execution of the objective of monitoring
goods and services from one place to the other in the best possible time with the tracking information being
updated at every moment. 10T, on the other hand refers to the network of wired or wireless objects working
under some control. SCM ensures tracking and recordkeeping of the movement of goods in the chain starting
from the supplier to the end retailer or customer. In 10T terms, it translates as the transfer of messages from the
source node to the destination node (Cloud). SCM thus serves the purpose of efficiency improvement with a
timely delivery of goods and services. With these advantages, the organization (IoT world) benefits both
structurally (Qos) and financially (computational cost) and that too with customer satisfaction. The movement of
goods at every step is timestamped for effective monitoring and rerouting, if necessary. This is realized using the
support of Radio Frequency ldentification (RFID) and Global positioning system (GPS) [9, 10]. A typical
representation of Flow of Goods in SCM in I0T environment has been presented in Figure 1 [10].

The word “things” refers to the idea, which deals with the manufactured products and it will be a
neighborhood of the extended netsince theyare going to be labelled and indexed by the makers
throughout production. Customers read these tags information for updating their products every time and
everywhere over wired and wireless technologies or mobile applications. Similarly, the 10T objects too can be
equipped with identification and sensing in order to be known on the network in a safe way while
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communicating with the other objects. As of now, applications of loT are covering various areas like
transportation, power consumption, or even medical aid or healthcare to name a few. This is bound to increase in
the future with more penetration of technology in our everyday life [11].

In SCM, there are three modules viz. supplier, container and distributor. Supplier is used to supply the various
types of products to customers or users with the help of container and distributor unit. Synchronization between
supplier and distributor is possible with the help of Internet of things (IoT). Global Positioning System (GPS) is
used for monitoring the location of transported object’s location and sending this information to the supplier for
updating. When the object reaches the supplier, it can access these products using some authentication
mechanism e.g. the open and close mechanism of door is controlled by relay. RFID tags therefore can be used
for identification. The message of product delivery will be send to distributor regarding delivery of product as
acknowledgement from distributor to supplier and the same updates can be relayed to the customer too[12].
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Fig. 1.Conceptual Flow
of Goods in SCM in loT Network

The information of products or materials is updated automatically through the internet so that supplier and
distributor can use this information at any time for keeping the records. Supply chain management using loT
satisfies the supplier and distributor requirements. The objectives of Supply Chain Management using loT are
given below [12]:

e To satisfy the customers’ requirements.

e Toincrease sale of products.

e To provide better service to customers.

e To enhance visibility of product delivery along with the supply chain.

Job scheduling and message forwarding in 10T environment is more complicated than performance optimization
in SCM. The reason for the same being the dynamic and heterogeneous resources and environment. Therefore,
a study of the mechanisms to schedule the jobs same as SCM with dissimilar workload features and QoS
parameters gains vital importance. Finding fastest path between the source and the destination is one such
problem qualifying the QoS optimization requirement [8, 13-14].

Related Work

In SCM and loT environment, wireless and wired sensor networks data is a mixture of energy efficiency and
sensing services abilities. A well-organized resource scheduling approach is will increase the total network
lifetime; during which it selects a collection of wired and wireless sensing element devices/nodes to produce the
desired sensing services in an exceedingly periodic manner. SCM using 0T is a very robust synergy implying
significant contribution to our future economy. The constantly linked world of 10T opens new experiences into
running supply chain tasks, with never before seen methods and applications with the ability to learn and correct
the decisions dynamically.

M. Tu [10] is proposed the mixed research strategies to investigate the acceptance goals of SCM in IoT. The
study explores the vulnerabilities and issues like reliability of the method, firm’s expectations and benefits to the
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providers to assess various features of 10T and SCM. H. Machado et. al. [15] proposed supply chain utilizing
the advanced technologies to enhance industrial plant workflow, increase material following, and optimize
distribution to maximize revenues. R. B. Dhumale et. al. [12] proposed RFID technology and the significant
impact on the supply chain from the point of view of combination and execution. AT&T Internet for Business
[16] suggested that in SCM, wearables and pallet sensors are always connected to the vehicles, resulting in the
real-time data to dynamically improve the productivity and performance with live monitoring of shipments
(computationally important messages in IoT). M. Wilson [17], K. Lee [18], P. Tadejko [19] and B. Cortés et. al.
[20] suggested and explored the opportunity that the 10T brings with SCM. They pointed out the outcome that
will help the manufacturer and the end user client with wealthier information and profound knowledge
exploiting the supply network. SCM will keep using these propelled innovations to enhance production and
work process. This will result in the improved quality of gadgets. Further, it will ensure the sources to be utilized
viably too in real time by adapting to the changes rapidly. Vinod N. Sambrani et. al. [21] used Geographic
information system (GIS) as a tool for mapping various constituents in the supply process being very important
for SCM. Y. Rashed [22] proposed to provide a hypothetical premise on how organizations can utilize 10T to
permit simpler access for data all through the association with negligible exertion. M. Merino et. al. [23] studied
that the current management disciplines focusing on SCM seeking to optimize the performance by considering
various parameters like time, cost, information and sequence of services. W. Liu et. al. [24] introduced the idea
of SCM into a hybrid information spread structure for WSNs. This is very important with WSN being a core
constituent of IoT. M. Z. Arokhlo et. al. [25] investigated the efficiency of the model of the ecological
conditions considering multi-specialist framework for a road transportation network for SCM. J. Lee et. al. [26]
proposed the supply chain network strategy issues e.g. position and distribution of facilities, and their routing
choices to propose a heuristic for the SCM routing framework.

This work tries to explore the amalgamation of SCM with 10T in order to find the appropriate shortest path as
QoS for the 10T network.

Problem Statement and Proposed SCM Basen loT Message Scheduling

This section we discuss about the problem statement followed by an insight into the using SCM approach in 10T
message scheduling in the work and the job model considered.

The Need: SCM and loT

Due to the continuous advancements in the technology and massive research efforts, the affordability of mobile
devices is being witnessed like never before. This is further aiding the growth of 10T with mobile devices being
added continuously with the applications ranging from computational ones to smarter world including
components like transport, finance, health care to governance. Gartner has predicted that the growth of loT
devices will "significantly alter supply chain leaders' information access and cyber-risk exposure." Michael
Burkett, managing vice president at Gartner, takes this further: "It is important to put loT maturity into
perspective because of the fast pace at which it is emerging, so supply chain strategists need to be looking at its
potential now" [18].

The new age transportation requires the efficient linking between the customers and their needs while
considering the various constraints. SCM is an example of the planning based efficient routing mechanism for
the efficient and timely delivery of data. SCM improves the resource availability for the reliable transport
considering order, timeline, cost and safety for delivery of goods/messages in a secured manner between
consumer and producers [23, 27-28]. The resemblance between the requirements of SCM and loT is quite
overlapping. Like SCM, 10T also needs the services/messages to be delivered in time with the essential QoS
requirements like minimization of the response time and shortest path selection to realize the same inviting the
research to exploit the features of SCM to be used in realizing smart world as promised by loT.

SCM and loT: Shortest Path Selection

Some serious issues associated with SCM while travelling across a road transport network could be stated as the
accessibility, economic feasibility, geographic feasibility and energy consumption to name a few. The category
of route is dependent on the physical circumstance of the devices in the route. A proper route selection in SCM
and loT ensures a good trip time thus reducing the wastage, energy consumption and wastage. This also has a
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long-term effect on the company reputation reflecting on its efficiency. In 10T, it has prime importance as it
optimizes the very important QoS parameter being the response time or the message delivery time. On the other
hand, a poor decision in route selection destroys the company reputation in SCM and hampers the performance
of the 10T scheduler with inferior realization of QoS parameters and possibly violated SLAs. When route has
good condition then vehicles have reduced trip time. This demands the use of a Traffic Management
Architecture (TMA) for SCM, which translates into Job scheduler for 10T. Both serves the same use of planning,
management, information sharing and backbone infrastructure support for the underlying network. The traffic
can be analyzed both using the greedy approach with looking at the neighboring area or the global approach with
GPS based routing. Greedy approach augurs well with the dynamic loT environment being true with SCM too
by allowing the selection of the best path currently available. A recommendation system can be used to even
accommodate the secured data transfer as per the pre agreed SLA. This may include the past performance
matrices of the routes to assess and evaluate the parameters like speed (type) of the vehicle traffic translating to
speed of the forwarding node, density variations or may be the weather dependence thereby including the
geographical dependence [25, 29-31].

The main aim of this work is to present the similarity and appropriateness of SCM and IoT to work out the
shortest and safest path in the SCM structure for the transfer of products or update/messages to and from the
base/source node (working as a Cloud server) to the final end/destination node (working as a Client server)
along the N stages. These stages can even be analyzed using the queuing network of N stages with the
appropriate routing decision taken at each layer. The network can even be considered with a clustered approach
with the routing decisions made by various cluster heads. However, both the methods have their own advantages
and limitations. One such scenario of 10T message forwarding is presented in Figure 2.

Fig. 2.Conceptual route selection in 10T Network

In SCM and wireless sensor networks (WSN), too there are a lot of components or functions bearing similarities.
As an example, the data collection feature of sensors resembles the warehouse component of SCM where the
goods are stored as a repository or to serve as the storage in transit. Just like energy conservation problem in
WSN, SCM too requires the minimum efforts model for timely delivery of goods aiding the company’s
performance and reputation in longer terms. The cost minimization in SCM too is synonymous to the
transmitting of data in the sensor networks [24].

The Job Model

The ultimate goal of the scheduling model is the selection of the appropriate web service in loT and distributing
the messages/jobs in turn from the source to the destination. Thus, one important consideration becomes that of
selecting suitable web services among the feasible ones considering their appropriateness, QoS and SLA
obedience. The jobs for such a system is considered either the computational jobs or the streaming messages
generated from the sensors. The former case is handled by considering the job to be made up of either
independent or dependent sub tasks represented in the form of a DAG. In the latter case, the job will be a stream
of messages coming as packets that are to be analyzed for some QoS optimization and may be required to be
delivered to either a Cloud datacenter or a destination node. Intermediate data filtering and processing can be done
either considering the Fog or Edge computing or the Cloud. If the selected web service is closer to the current
one, will result in lesser waiting time to eventually consume less power. The greedy approach further supports the
dynamic behavior of the 10T network with short-term decisions taking place. Therefore, each job or update
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information message is distributed into sub jobs/tasks, which depends on the priority of jobs and the sequence of
data messages. Figure 2 presents a small scenario for selecting source to destination Nodes/Server paths in the N-
stage 10T environment. A sample shortest path is shown between source base stations to destination base station
using SCM approach considering minimizing the service delivery or the response time. A probabilistic path
selection model can be considered as proposed in. Accordingly, the performance measurement of SCM in terms
of the shortest path and other parameters like waiting time and the average queue length can then be performed. It
can be assumed that each server follows the M/M/1 queuing model with some arrival rate and service rate [8].

The Challenges

The integration of SCM and IoT proposes an efficient way of scheduling the data on the 10T network. However,
there are a number of issues that should be considered while adapting the same [32]. These issues are primarily
the ones emanating from core 10T, Big data handling and WSN issues varying from both internal and external
factors. There are challenges faced due to macro issues like globalization and connectivity to micros like
optimizing the efficiency and operating cost for SCM translating to heterogeneous objects, networks and
management policies and QoS optimization under the SLA framework in 10T [33]. To start with, security and
privacy issues of the data while moving from one stage of the SCM network to the other is a big concern due to
the unreliable nature of the platforms. Big data itself is a big issue because of the massive streams of data being
generated that demands action. Due to a significant number of things communicating with one or the other object
in the Big Data environment, the potential for the loss of security and data information increases enormously. It
should be noted that there is a huge investment both in the terms of money and manpower to control the cost of
logistics and operations in streamlining the activities in SCM translating into scheduling issues for the 1oT. The
job scheduling policy itself varies with the varying QoS considerations. Being an NP Hard problem opens up a
number of ways to address the same depending on the requirements. WSN constitute the major portion of loT
with RFID sensors being placed for goods/data tracking. This issue also brings security as a concern due to the
integrity of the SCM with RFID for a possible monitoring by unauthorized sources. The current computing
scenario has a focus on the Service Oriented Architecture (SOA), which also requires a collaboration and
interaction with the SCM information structure [34].

Conclusion and Future Work

This work presents a study of obtaining the optimal path from any source to any destination using the SCM within
10T environments. The same may be over the requirement of some QoS parameter optimization other than only
minimizing the response time. It is always desired of any scheduler to result in the message transfer with average
response time. For a heterogeneous environment like 10T, it is very important to identify and club together similar
objects to form a group. This group can then be used for optimized message forwarding. In this paper work, an
analysis of SCM on response time aware 10T scheduler has been presented. It is observed that SCM works
effectively in the 10T environment by providing a good path from the source to the destination thereby average the
overall response time of message forwarding from the source to the destination, which is very important for
context aware SCM scheduling.
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