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Abstract: In today’s digital era, the use of open-source dependencies in modern software development has
become commonplace. However, this practice increases security risks due to vulnerabilities hidden within the
open-source components being used. Software Composition Analysis (SCA) is one of the approaches that can
be utilized to detect and mitigate the risks arising from the use of open-source dependencies. Nevertheless,
existing SCA tools still face a fundamental challenge in the form of false positives (reported vulnerabilities that
are not actually relevant) and false negatives (vulnerabilities that remain undetected), which can degrade the
accuracy of detection results and hinder security analysis as well as mitigation decisions. This study focuses on
improving the accuracy of one widely used SCA tool, OWASP Dependency-Check, by highlighting one of its
main sources of error: the Common Platform Enumeration (CPE) matching process between project
dependencies and vulnerability entries in the Common Vulnerabilities and Exposures (CVE) database. The
objectives of this research are to analyze CPE matching error patterns, design optimization mechanisms to
improve the matching process, and evaluate the impact of these optimizations.

Keywords: Software composition analysis, Dependency-check, Open-source security, CPE matching,
Vulnerability detection, Software engineering

Introduction

The use of open-source software (OSS) has become an essential part of modern software development. Many
systems rely on external libraries and frameworks to accelerate development and reduce cost. However, this
practice also introduces security risks, as vulnerabilities in third-party components can propagate across the
software supply chain and affect the overall system security (Shu et al., 2025). As software systems become
more complex, managing these risks has become a critical challenge.

Software Composition Analysis (SCA) tools are widely used to identify dependencies and detect known
vulnerabilities in OSS components. These tools analyze project structures, extract dependency information, and
match them with vulnerability databases such as the National Vulnerability Database (NVD) (Shu et al., 2025).
One commonly used tool is OWASP Dependency-Check, which maps dependencies to vulnerabilities using the
Common Platform Enumeration (CPE) format. Despite their importance, previous studies have shown that SCA
tools still face significant accuracy issues, including false positives and false negatives (Imtiaz et al., 2021; Zhao
et al., 2023). Existing research has mainly focused on improving detection techniques, such as enhancing static
analysis, applying machine learning, or combining multiple analysis approaches. While these methods can
improve detection performance, they often overlook the complexity of real-world scenarios, such as multi-
language ecosystems, binary dependencies, and adversarial conditions (Shu et al., 2025). As a result, SCA tools
may perform well in controlled environments but fail to maintain accuracy in more complex situations.
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One critical component that is often overlooked is the matching process between detected dependencies and
vulnerability records. In SCA tools, this process usually relies on heuristic-based CPE matching, including
string similarity, vendor matching, and product name matching. However, these approaches can produce
incorrect associations, especially when multiple candidate CPE entries exist. This may lead to irrelevant
vulnerabilities being included (false positives) or relevant ones being missed (false negatives).

The limitations of current SCA tools indicate that accuracy issues are not only caused by detection weaknesses
but also by problems in the matching mechanism. As highlighted by Shu et al. (2025), SCA tools still struggle to
balance precision, recall, and robustness, particularly in complex environments. This suggests that improving
only the detection stage is not sufficient to achieve reliable results. However, limited studies have specifically
examined the impact of CPE matching accuracy on SCA results. Most research treats the matching process as a
secondary step, even though it plays a key role as a bridge between dependency identification and vulnerability
reporting. This creates a research gap, as improving the matching process has the potential to significantly
enhance overall accuracy without modifying the detection engine.

The objectives of this research are threefold. First, to analyze common error patterns in the existing CPE
matching mechanism. Second, to design an optimized matching approach. Third, to evaluate the effectiveness of
the proposed approach using a ground truth dataset derived from the National Vulnerability Database. The
proposed matching approach is implemented through four main components: artifact normalization, vendor
prioritization, similarity scoring, and version filtering.

The results of this study demonstrate that optimizing the CPE matching process can significantly reduce false
positives and false negatives and produce results that are closer to the ground truth. This finding highlights the
importance of the matching layer in SCA systems and suggests that future improvements should consider both
detection and matching mechanisms to achieve better accuracy.

Method

This study adopts an experimental approach to evaluate and improve the accuracy of vulnerability detection in
SCA. The focus is on analyzing and optimizing the CPE matching process used by OWASP Dependency-
Check. The method consists of four main stages: data collection, baseline extraction, ground truth construction,
and optimized matching with evaluation.

Figure 1 illustrates the overall workflow of the proposed method. The process starts with data collection and
baseline extraction using OWASP Dependency-Check. Then, a ground truth dataset is constructed from the
NVD. After that, error analysis is performed by comparing baseline results with the ground truth to identify
false positives and false negatives. Based on this analysis, the CPE matching process is optimized using four
main components. Finally, the results are evaluated by comparing the detection accuracy before and after
optimization.

Data Collection

The data used in this study consists of several open-source Java projects obtained from publicly available
repositories. The selected projects include Apache Tomcat, Apache HttpClient, Mockito, Apache Commons
Lang, Gson, Log4j, Jackson Databind, Netty, and Apache Struts. These projects were chosen to represent a
diverse set of software dependencies, including widely used frameworks, utility libraries, and components with
known vulnerability histories. The selection was not based on predefined error characteristics, but rather to
ensure variation in project size, dependency structure, and usage context. For each project, vulnerability data is
collected using OWASP Dependency-Check, which generates a JSON report containing detected dependencies
and associated CVE entries. This report serves as the baseline data for further analysis.

In addition, vulnerability data from the National Vulnerability Database (NVD) is collected to construct a
ground truth dataset. The ground truth is generated using exact CPE matching and version constraints to identify
vulnerabilities that are truly applicable to each dependency. This combination of baseline data and ground truth
enables a comparative evaluation of detection accuracy before and after the proposed CPE matching
optimization.
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Data Collection
Open-source projects + NVD data

Baseline Extraction
Run OWASP Dependency-Check
Extract CVE results

Ground Truth Construction
Exact CPE + Version Constraints
from NVD

Error Analysis
Compare Baseline vs Ground Truth
Identify FP & FN patterns

Proposed CPE Matching Optimization
Artifact Normalization
Vendor Prioritization
Similarity Scoring
Version Filtering

Evaluation
Compare Before
vs
After FP, FN Reduction

Figure 1. Proposed CPE matching workflow

Baseline Extraction

The first step is to extract vulnerability data from the raw output of the SCA tool. The JSON report generated by
OWASP Dependency-Check is processed using a custom script (extract odc.py) to retrieve all reported CVE
entries for each dependency. Two types of data are collected:

e Total CVE entries (including duplicates),
e Unique CVE identifiers.
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This step provides the baseline result of the SCA tool, which is later used for comparison with the optimized
results.

Ground Truth Construction
To evaluate the accuracy of the SCA results, a ground truth dataset is constructed using vulnerability data from

the National Vulnerability Database. The ground truth is generated using a custom script
(build_ground_truth.py) based on the following criteria:

e exact matching of vendor, product, and version using the Common Platform Enumeration format,
o filtering based on version constraints such as versionStartIncluding and versionEndExcluding,
o inclusion of only vulnerabilities that are explicitly associated with the target software component.

This approach ensures that the ground truth represents a reliable reference for identifying valid vulnerabilities
for each dependency.

Proposed CPE Matching Optimization

The core contribution of this study lies in improving the CPE matching process. The optimization is

implemented using a custom script (enhanced _odc_matcher.py) that refines the mapping between dependencies
and vulnerability entries.

Input:
ODC JSON Dependency + CVE Candidates

Artifact Normalization
Standardize name, groupld, package

Vendor Prioritization
Select most relevant vendor

l

Similarity Scoring
Compute match score

l

Version Filtering
Apply version constraints

l

Output:
Refined CPE + Valid CVE

Figure 2. CPE matching optimization components
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The proposed optimization consists of four main components, as shown in Figure 2. First, artifact normalization
standardizes dependency metadata extracted from the OWASP Dependency-Check JSON report into a
consistent format aligned with CPE representation. Second, vendor prioritization selects the most relevant
vendor using rule-based mapping from groupld and known ecosystem patterns. Third, similarity scoring
evaluates the relevance between dependency attributes and candidate CPE entries using a weighted scoring
function based on name, vendor, and product similarity. Finally, version filtering ensures that only
vulnerabilities applicable to the specific dependency version are retained based on version constraints from the
NVD.

Artifact Normalization
This step standardizes the representation of metadata dependency information from JSON OWASP, including
groupld, artifactld, name. The goal is to reduce inconsistencies between dependency metadata and CPE naming

conventions, which often lead to incorrect matching.

Example (Before Normalization):

{
"groupId": "org.apache.commons",
"artifactId": "commons-lang3",
"name": "commons-lang3-3.17.0.jar"
}

After Normalization:

vendor = apache
product = commons_lang
version = 3.17.0

Proposed Standard representation:

<vendor>:<product>:<version>
example: apache:commons_lang:3.17.0

Vendor Prioritization

In many cases, a dependency can be associated with multiple potential vendors in the CPE database. This
component introduces a prioritization mechanism to select the most relevant vendor based on contextual
information from the dependency, such as groupld and known ecosystem mappings. This helps reduce incorrect
associations with unrelated vendors.

Example Candidates :

cpe:apache:commons_lang
cpe:oracle:commons_lang
cpe:netapp:commons_lang

This step uses a rule-based mapping. Vendor is selected based on Groupld.

Example rule:

org.apache.* - vendor = apache
com.fasterxml.* » vendor = fasterxml

Example:

groupId = org.apache.commons

The selected vendor is apache

Similarity Scoring
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A similarity scoring mechanism is applied to evaluate the relevance between dependency attributes and
candidate CPE entries. The weights are assigned using a heuristic approach, where the dependency name is
considered the most important factor, followed by the vendor and the product. This is because the name usually
provides the strongest indication of the correct match. The selected weights can be adjusted and further refined
in future experiments.

Scoring Formula :

Score = 0.5 x Similarityname + 0.3 x Similarityvendor + 0.2 x Similarityproduct

Example:

Dependency: commons-lang3
CPE: commons_lang

Name similarity = 0.9
Vendor match = 1
Product similarity = 0.9

Score = (0.5 x ©0.9) + (0.3 x 1) + (0.2 x 90.9) = 0.93

From the remaining candidates, the system selects the most representative CPE based on the highest valid score
and contextual validation. Only the best candidate is selected.

Version Filtering
This step ensures that the matched vulnerabilities are applicable to the specific version of the dependency.
Version constraints from the vulnerability database, such as versionStartIncluding and versionEndExcluding,

are used to filter out irrelevant vulnerabilities that fall outside the valid version range.

Example from NVD:

versionStartIncluding 0

= 2.
versionEndExcluding = 3.0
Dependency Version
Version = 3.17.0 (not in range, then removed)
Version = 2.5 (In range, valid)

Only vulnerabilities that match the dependency version are retained.

Results and Discussion
Baseline vs Optimized Results

This section presents the comparison between the baseline results produced by OWASP Dependency-Check and
the optimized results obtained using the proposed CPE matching approach. The evaluation is conducted across
multiple open-source projects with varying characteristics.

Overall, the results show that the proposed method significantly improves the accuracy of vulnerability
detection by reducing both false positives and false negatives. In several cases, the optimized results are fully
aligned with the ground truth derived from the National Vulnerability Database.

The impact of the proposed CPE matching optimization on reducing false positives is presented in Table 1.
Table 1 shows the comparison of false positive results before and after applying the optimized CPE matching
method. In the baseline OWASP Dependency-Check, several datasets produced high false positive rates, such as
Mockito and Struts, which reached 100%, and Commons Lang with 80%. After applying the optimization, all
false positives were successfully removed across all datasets. This indicates that the proposed method can
effectively filter irrelevant vulnerabilities and improve the accuracy of vulnerability detection.
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Table 1. False positive reduction after optimization

. Baseline CVE FP (%) Enhance FP (After) FP (%)
Project Before Ground Truth  FP Before Before CVE After After
Tomcat 7.0.0 85 74 11 12.94% 74 0 0%
Mockito 5.15.0 4 0 4 100% 0 0 0%
Commons Lang o 0 0%
3170 5 1 4 80% |
Jackson 2.4.0 48 47 1 2.08% 47 0 0%
Struts 2.3.1.1 6 0 6 100% 0 0 0%

After applying the proposed optimization, all false positives are successfully eliminated across all evaluated
datasets, resulting in a false positive rate of 0%. This demonstrates that the optimized CPE matching approach is
effective in filtering out irrelevant vulnerability matches by enforcing stricter validation on vendor, product, and
version attributes. Consequently, the overall precision of the vulnerability detection process is significantly
improved.

Table 2. False negative reduction after optimization

. Baseline CVE FN (%) Enhance FN (After)FN (%)
Project Before Ground Truth ~ FN Before Before CVE After After
Gson 2.8.0 0 1 1 100% 0 0 0%
Netty 3.9.0 0 3 3 100% 0 0 0%

The optimized CPE matching approach not only reduces false positives but also eliminates false negatives,
ensuring that all relevant vulnerabilities are correctly identified. Table 2 shows the comparison of false negative
results before and after applying the optimized method. In the baseline OWASP Dependency-Check, both Gson
and Netty datasets failed to detect existing vulnerabilities, resulting in a false negative rate of 100%. After
applying the optimization, all false negatives were successfully eliminated. This demonstrates that the proposed
method improves the ability to identify vulnerabilities that were previously missed.

Conclusion

The proposed optimization consists of four main components, as shown in Figure 2. First, artifact normalization
standardizes dependency metadata extracted from the OWASP Dependency-Check JSON report into a
consistent format aligned with CPE representation. Second, vendor prioritization selects the most relevant
vendor using rule-based mapping from groupld and known ecosystem patterns. Third, similarity scoring
evaluates the relevance between dependency attributes and candidate CPE entries using a weighted scoring
function based on name, vendor, and product similarity. Finally, version filtering ensures that only
vulnerabilities applicable to the specific dependency version are retained based on version constraints from the
NVD. This result indicates that the main source of error in OWASP Dependency-Check lies in the CPE
matching stage rather than the detection stage. However, the approach relies on rule-based mapping, which may
require adaptation for different ecosystems. The system selects only one most representative CPE from the
remaining candidates based on the highest valid score.

Recommendations

Future work can evaluate the proposed method on larger and more complex software projects to test its
scalability and robustness. Although the results show strong improvements, the current approach is mainly
based on rule-based matching and predefined normalization strategies. Therefore, more advanced techniques,
such as semantic analysis or machine learning, can be explored to handle more complex and ambiguous cases
that are not covered by the current rules. In addition, integrating the proposed method into existing SCA tools
can help improve their practical performance in real-world environments.
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